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1. COMPANY OVERVIEW 

Linktank supports technology providers, independent financial advice prac=ces, networks and 
corporate financial services ins=tu=ons, enabling the journey to provide financial well-being to 
their clients. 

Linktank assists Financial Services Providers in selec=on, implementa=on, support, integra=on, 
tes=ng, training, support and maintenance of technology solu=ons that meet their needs. 

Services provided by Linktank include: 

 

2. SCOPE OF THE PIIA 

2.1 SCOPE 

The Personal Informa=on Impact Assessment comprises the following ac=vi=es and 
outcomes: 

 

 

 

Remedia=on ac=ons associated with the iden=fied risks were implemented previously. 
The ini=al risk ra=ngs and the amended ra=ngs are indicated in this document below. 
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2.2 PROCESS 

To ensure compliance with POPIA requirements, Linktank engaged BizArmour, who 
advised Linktank and assisted Linktank in compiling this report. 

In gathering informa=on for the prepara=on of this report, the primary stakeholders of 
the Linktank business were consulted through a comprehensive online self-assessment 
ques=onnaire. 

A detailed review of Linktank’s agreements, policies, no=ces, technology and security 
systems and processes related to the gathering, storage, reten=on, destruc=on, and 
processing of personal informa=on was not conducted.  

The risk assessments in this report indicate both the ini=al risk ra=ng as assessed 
throughout reviews, as well as the current status. All risks have been assigned clear 
treatment or remedia=on ac=ons which have, for the most part, been implemented. 
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3. PERSONAL INFORMATION  
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4. PRIVACY RISK ASSESSMENT 

The principles in POPIA provide the legal framework that the organisa=on must consider. This 
sec=on provides a clear view of whether the organisa=on has complied with each principle of 
POPIA.  

 

4.1 OVERALL RISK SUMMARY 

The graph below illustrates the summary risk levels assessed for each of the POPIA 
condi=ons and certain addi=onal considera=ons. It indicates the scoring at the start of 
the POPIA readiness project (July 2021) compared to the re-assessment in November 
2021 and the current status (July 2023). 

 

 
Figure 1 – Assessed Risk Summary by Condition / Area  

 

The ‘General’ item above considers the size of the company, the number of data subjects’ 
informa=on processed and other factors. The risk in this area is low which is in line with the 
inherent risk ra=ng. 
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Figure 2 – Assessed Risk Summary by Risk Level as at September 2024 

 

The table below summarises the findings of the assessment conducted, in rela=on to each of 
the POPIA condi=ons. It sets out the key requirements iden=fied at the start of the project and 
indicates what has been completed. The compara=ve scoring over the three assessments is 
indicated: 
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Table 1 – Assessed Risk by Condition with Status and Treatment / Mitigation 

Privacy Condition / Principle Assessed State Including Mitigation or Treatment 
Risk Score 

Sep 24 Jul 23 Nov 21 

Condition 1 – Accountability 

1.1. Information officer appointed, trained, and fulfilling their 
tasks. 

1.1. Information Officer appointed and registered  

3.7 
LOW –  

MEDIUM 

3.1 
LOW 

1.7 
LOW 

1.2. PAIA manual and training 1.2. Compliant 

1.3. PIIA completed. 1.3. Compliant 

1.4. Incident Response Policy 1.4. Compliant 

1.4. POPIA Policy 1.4. Compliant 

1.6. POPIA Awareness and Training 1.5. Compliant. 

Condition 2 – Processing Limitation  

2.1. Only required information necessary to achieve the purpose is 
collected. 

2.1. Control and definition implemented. Notice of processing and consent to data 
subjects. 

3.1 
LOW 

2.4 
LOW 

4.2 
LOW -

MEDIUM 

2.2. Justifiable reasons for collection are recorded.  2.2. Forms for collection of information specify reasons. 
Information processed on behalf of third parties is provided based on agreements.  
No sensitive personal information is collected. 
Reasons are clearly defined. 

2.3. Information collected directly from data subjects. 2.3. Compliant. 

2.4. Informed consent is obtained. 2.4. All agreements and contracts include specific contractual clauses or data processing 
agreements. 

2.5. Access is restricted 
 

2.5. Access is strictly managed. 

2.6. Retention of Personal Information is defined. 2.6. Data Classification and Data Retention policies are in place. 
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Privacy Condition / Principle Assessed State Including Mitigation or Treatment 
Risk Score 

Sep 24 Jul 23 Nov 21 

Condition 3 – Purpose Specification 

3.1. Personal information is collected for a clear lawful purpose. 3.1. All processing performed based on agreements or contracts. 1.3 
LOW 

2.5 
LOW 

2.8 
LOW 

3.2. The purpose for processing is clearly recorded. 3.2. All forms and agreements contain notice and consent for processing. 

3.3. This purpose is communicated to data subjects. 3.3. All forms and agreements contain notice and consent for processing. 

3.4. Contracts and Policies reviewed for POPIA 3.4. Full reviews performed in 2021. Consider additional reviews for any updated 
documents. 

Condition 4 – Further processing limitation  

4.1. Further processing to be compatible with purpose of collection 4.1. Compliant – processing is done based on agreements which specify Linktank’s role as 
Operator or Joint-Responsible party. 

3,3 
LOW 

3.1 
LOW 

4.4 
MEDIUM 

4.2. Third parties process personal information of Linktank clients 4.2. It appears that this is no longer the case. Previously contractual clauses and Operator 
Agreements mitigated this risk. 

4.3. Third-parties processing Linktank client data are bound by 
contract to restrict further processing. 

4.3. It appears that this is no longer the case. Previously contractual obligations were in 
place to restrict further processing. 

4.4. Direct Marketing 4.4. Direct marketing is only performed via social media and subject to both opt-in and 
opt-out options. 

4.5. Storage is controlled to ensure no misuse 4.5. Very little paper use. ZOHO CRM implemented consistently. Information storage 
cloud-based with restricted access.  

Condition 5 – Information Quality 

5.1. Collection mechanisms / methods 5.1. Information received exclusively via electronic means. Ensure to review cyber security 
risks regularly. 

2.5 
LOW 

4.0 
MEDIUM-

LOW 

4.3 
MEDIUM-

LOW 

5.2. Regular Update of information 5.2. Ad-hoc (upon request). Guided by processing purposes.  
        Consider additional communication to data subjects to ensure information quality 

remains up to date. 

5.3. Destruction of old or unused information 5.3. Retention policy defined and implemented. 
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Privacy Condition / Principle Assessed State Including Mitigation or Treatment 
Risk Score 

Sep 24 Jul 23 Nov 21 

Condition 6 – Openness 

6.1. Data subject notified when collecting information 6.1. Forms and consent notices have been implemented. 

1.5 
LOW 

1.8 
LOW 

1.0 
LOW 

6.2. Monitoring of staff emails and devices 6.2. No monitoring is performed.  

6.3. Publishing of client / employee information 6.3. Yes and consent mechanisms have been created with consent management software 
managing the consent. 

6.4. Privacy Notices 6.4. Privacy notice available on website and email notice is in place.  

Condition 7 – Security Safeguards 

7.1. Third-party contracts commit operator to same standards as 
responsible party 

7.1. Contracts include Data Processing / Operator agreement or appropriate POPIA clauses. 

2.2 
LOW 

1.9  
LOW 

2.4 
LOW 

7.2. Security mechanisms – data protection 7.2. Secure online storage and processing. Laptops are secured. Strict access control 
applied. Backup and encryption of laptops have been increased including the 
implementation of DLP. 

7.3. Security audits, risks assessed. 7.3. Security policy updates (Acceptable Usage). 
       Security audit and cybersecurity assessment to be conducted annually. 

7.4. Security Policies and Procedures 7.4. Security policies and procedures are defined – to be reviewed and enhanced as 
necessary. 

7.5. BCP and Disaster Recovery 7.5. Policy and procedure defined. Since Linktank is fully remote, cloud only, testing 
requirements are minimal and performed annually. 

7.6. Incident and breach response and notification 7.6. Incident Management and breach policy and procedures implemented. 
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Privacy Condition / Principle Assessed State Including Mitigation or Treatment 
Risk Score 

Sep 24 Jul 23 Nov 21 

Condition 8 – Data Subject Participation 

8.1. Data subjects are informed about the information recorded and 
processed as well as purpose of processing. 

8.1. All engagement mechanisms, including forms, application and contracts ensure notice 
and consent. Consent management software has been implemented to assist with this 
requirement. 

3.7 
LOW 

3.7 
LOW-

MEDIUM 

3.1 
LOW -

MEDIUM 

8.2. Data subjects provide clear and explicit consent (opt-in) for all 
personal information gathered.   

8.2. All engagement mechanisms, including forms and contracts ensure notice and consent. 

8.3. Clear plans and mechanisms to respond to requests by data 
subjects to access their data. 

8.3. Internal processes and systems in place. All personal information is recorded securely 
and electronically with secure transfer mechanisms to and from third parties.  

8.4. Data Subjects are notified of process to gain access to 
information. 

8.4. Privacy notices and PAIA Manual in place. Consider regular communication with data 
subjects to ensure continued transparency. 

8.5. Data Subjects are notified of process to correct their personal 
information. 

8.5. The nature of the business does not require significant data subject participation. 
Regular communication with existing data subjects should be considered. 

8.6. Notify data subjects of process to destroy data. 8.6. Data Retention & Disposal policy in place. 

General 

9.1. Promotion of Access to Information Act. 9.1 Compliant. 
2.9 

LOW 
2.9 

LOW 
2.0 

LOW 

 



5. KEY ACTIONS TAKEN FOR COMPLIANCE 

BizArmour’s assessment of risk in accordance with the informa=on provided by Linktank 
provided several key recommenda=ons. These are summarised below along with the 
recommended ac=vity to be undertaken. 

5.1 PRIMARY RECOMMENDATIONS 

Ref Continued actions to ensure POPIA compliance is maintained 

R-001 
Training is required for any new employees dealing with data subjects’ personal 

informa=on. 

R-002 
Registra=on of the informa=on officer must be done annually via the Informa=on 

Officer’s portal. 

R-003 Annual PAIA reports have to be submided on the Informa=on Regulator’s portal. 

R-004 
Perform an annual POPIA risk assessment to ensure any changes or updates within the 

organisa=on remains POPIA compliant. 

R-005 
Any updates or changes of access rights to personal informa=on should be 

documented and processes put in place regarding authorised access. 

R-006 Con=nuously ensure that third par=es declare their POPI compliance to Linktank. 

R-007 Consider addi=onal communica=on to data subjects to ensure informa=on quality 

remains up to date. Regular communica=on with data subjects will also ensure 

con=nued transparency. 

R-008 Regular reviews of cyber security measures should be in place. 

R-009 Where any new documenta=on or procedures are implemented, these should be 

reviewed for POPIA compliance. 

 

6. CONCLUSION 

Linktank takes its responsibili=es regarding the protec=on of personal informa=on seriously 
and has undertaken a thorough process to ensure compliance with POPIA as well as being able 
to demonstrate good governance. 

At the =me of the crea=on of this PIIA, all known risks have been assessed and remediated as 
fully as possible. Addi=onal recommenda=ons may be implemented over the coming months. 
Ongoing applica=on of policy and procedures will ensure con=nued compliance and 
governance. 
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ANNEXURE A – FLOW OF PERSONAL INFORMATION 

 
Figure 3 – High level illustration of Linktank’s information flows 
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